
Anti-malware appl icat ions are an essent ial  ingredient in staying safe.  To perform
that task they need to have access to al l  your information.  Some of that
information is  sent back to the main servers to compare against  their  col lected
information to ident i fy malware.     

Very understandable.  However,  do we ever consider what information is
collected? Is  i t  al l  needed for our protect ion?  What is  done with i t  besides
working to protect us? 

What data is  necessary to collect is  not a s imple quest ion.  Certainly,  your machine
identi f ier  and your device user name so i t  knows that you are a customer.  Is  the
device user name your ful l  name? 

I t  also needs the version number of  the ant i-malware package purchased.  A credit
card number is  needed to process the sale.  The expirat ion date is  used to val idate
the card.  Your email  address is  used to send renewal not ices.  Most ,  i f  not al l  of
that is  certainly pr ivate information.  What else is  col lected?

If  the ant i-malware looks at  software vulnerabi l i t ies,  i t  wi l l  have to examine al l
instal led software packages and version numbers.  

I f  i t  offers phishing protect ion,  then i t  wi l l  send the URLs of al l  the s i tes you vis i t
to i ts  servers to see i f  any are on their  l ist  of  compromised sites .  

What else does i t  col lect and what does i t  do with that information? 

The EULA, End User License Agreement,  or  pr ivacy pol icy should specify what
information is  col lected and what is  done with i t .  Is  i t  used solely to protect you?
Is i t  sold? I f  so,  to whom is i t  sold? And for what purpose? 
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Is  the data kept? Where is  i t  kept? I f  a 3rd party cloud service is  used how well
do they protect your data? Are any other 3rd part ies involved and for what
purpose? How well  do they protect your data?  

We know that supply chain attacks are growing in popular i ty by attackers .  The
company should disclose their  3rd part ies and examine their  protect ions.  Your
relat ionship is  with the ant i-malware company,  not 3rd part ies .  

You may be able to opt out of  any data collect ion that isn’t  necessary to protect
you in the ant i-malware’s sett ings.  

While al l  th is  is  important ,  i t  is  good to remember that ant i-malware program
data collect ion is  not your biggest r isk .  Phishing rates very high on the l ist  as
does human error .  But al l  steps to protect your data are benefic ial .

This Insight focused on ant i-malware software because they need to capture
information to protect you.  But other software packages also collect information.
I  can’t  say every one of them because al l  haven’t  been examined.  However,  many
collect data about you beyond what is  needed to del iver the service or
appl icat ion you want .  Many sel l  the data to third part ies for  their  own benefit .  

Social  media companies are a pr ime example.  There is  no charge for their
service,  but they make bi l l ions of  dollars a year by sel l ing advert is ing.  The more
information they have about you the more targeted the advert is ing,  and the more
they can charge for i t .  They usually provide a way to opt out of  some data
collect ion but not al l  of  i t .  

For any appl icat ion or service you use,  look at  what is  col lected.  This may be in
the EULA or in the pr ivacy pol icy.  Opt out of  everything you can that isn’t  needed.
Remember no company is  safe from attackers .  The more information they have
about people that hackers can use,  the bigger a target they are.  

Protect your pr ivate information and stay safer .   

Vis i t  our s i te,  onebrightlycyber .com to learn al l  the ways we help keep you safer .

Welcome to peace of mind.  
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