
Third-part ies are your business partners that either have access to your systems or
you have access to theirs ,  or  both.  I t  can also refer to software or cloud providers
or other suppl iers that are essent ial  to your business.  In this context ,  th ird-part ies
are also referred to as part  of  your supply chain.  

Connections with third-part ies are typical ly by API ,  appl icat ion programming
interface,  meaning that the systems connect directly to each other without need
for a person.   This makes i t  very s imple to exchange or access needed information.
The API connections add convenience and dependence but also add to r isk .  

Third-party r isk has been a topic of  interest for  a while .  A recent study by a
security f i rm found that 98% of f i rms world-wide have a relat ionship with a
company that has been breached within the last  24 months.  The study went on to
f ind that 50% of f i rms globally have 4th party relat ionships,  that is  third-part ies of
your third-part ies,  with f i rms that have been breached within the last  2 years .  

Another study found that 82% of companies give their  partners access to al l  of
their  cloud data.  One more study found that over 40% of companies have
insuff ic ient v is ibi l i ty into their  supply chains.  

Remember SolarWinds? They provide software to manage the infrastructure,
systems,  and networks of  company’s IT environments.  SolarWinds was hacked and
their  next software update gave hackers access to the systems of their  customers.  

More examples – two payment processors for  health insurance companies in
France were breached reveal ing the information on about 50% of the populat ion of
the country .  One more study found that over 40% of companies have insuff ic ient
vis ibi l i ty into their  supply chains.   
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A breach of a technology partner of  Bank of America exposed pr ivate information
including Social  Security numbers for about 57,000 of the bank’s customers.  

What about your third-part ies? Do you know how they are protect ing their
information and their  systems? 

Doing an assessment of  the security posture of  a partner takes t ime and effort .  I t
also requires the partner to provide s ignif icant detai l  about their  security ,  which
they may be hesitant to do as i t  can expose them to r isks .  

Having partners f i l l  out a form and a standard assessment may be a good place to
start  but you need to do more.  Site v is i ts  may not be possible for more than the
biggest partners,  i f  at  al l .  Remember any partner,  no matter how minor the
service they provide,  has access to your systems and data making them a
potent ial  r isk .    

Speak with them, understand how they protect their  own data and systems.  Do
those third-party APIs have access to more of your data and systems than
necessary? Do you have access to more of their  data and systems than
necessary?     

We have written before about role-based access and zero-trust .  Fol low the least
access approach meaning only provide access to systems and data that is
essent ial  to their  role .  We understand i t  is  easy to provide access to everything to
al l  partners,  but that s ignif icantly increases your r isks .

Remember to f ind out who their  partners are and what protect ions they employ.
Just because a f i rm is  not your partner doesn’t  mean they aren’t  a r isk to you.  I f
they have access to your partner ’s  systems,  and your partner has access to your
systems and data,  then i f  they are breached a cybercr iminal  can access your
systems and data.  

Third-party and fourth-party r isk is  not to be discounted.  As the examples above
i l lustrate,  i t  is  very real  and very ser ious.  

Take i t  ser iously .  Regulators and cyber insurers surely wil l .

To learn al l  the ways we can help make your company safer ,  v is i t
onebrightlycyber .com and contact onebrightlycyber at
info@onebrightlycyber .com or cal l  (888)  773-1920 
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