
We all  hear about companies and organizat ions being hacked result ing in our
pr ivate information being exposed.  Sadly,  this  occurs so often we are gett ing
numb to i t  and feel  there is  nothing we can do.  So why worry?

But there is  good reason to be concerned.  Our information can be used for many
nefar ious purposes,  make purchase on your credit  cards,  drain your bank account,
steal  your ident i ty ,  pressure you to reveal  conf ident ial  information about your
employer,  and more.  

As with any s i tuat ion,  before you can determine what to do,  i t  is  important to
understand i t  f i rst .  Then f ind ways to be safer .  

The news about the breaches and compromises of  our information typical ly put
the blame on cyber hackers and cr iminals .  These groups do exist  and do much
damage.  

However,  i t  is  important to understand that most of  the breaches are not due to
hacking or breaking in to systems.  The main cause is  people cl icking a bad l ink,
fal l ing for a phishing email ,  or  otherwise making errors .  Doing these things puts
your credentials into the hands of the attackers .  Research puts people as the
cause of 80% or more of breaches,  with some est imates as high as 95%.  

The attackers are very good at  sending messages and emails that appear real  or
appear to come from a trusted party .  Not surpr is ing that we fal l  for  them.
Especial ly when we are al l  so busy i t  is  dif f icult  to f ind the t ime to analyze and
check things to determine i f  they are what they appear to be.  Did that email  real ly
come from an executive at  your company? Or your bank? Or the IRS? Or any other
source we would trust? 
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Art i f ic ial  Intel l igence,  AI ,  is  helping attackers craft  messages that are even more
convincing.   

How are these messages del ivered? Phishing is  the most common way and come
as emails that appear to be from a trusted party such as a bank,  company
executive,  government agency,  etc .  

A var iat ion is  cal led vishing and uses phones and voicemail  to del iver the fake
messages.  AI  systems only need a few words of  someone’s voice to make the i t
appear the real  person is  saying anything they want .  The snippets can be from a
speech the person made, a keynote they gave,  a phone cal l ,  or  other sources.  

One more var iant is  cal led smishing and uses text messages to del iver the fake
messages and l inks.  

The challenge is  that ant i-malware programs may not detect anything wrong with
these messages.  Certainly not with a voicemail  message.  As ant i-malware gets
better at  examining the l inks to see i f  the s i tes are corrupt,  the attackers get
more creat ive.  The dest inat ion s i te may not have malware so i t  passes the tests,
but redirects to another s i te to get your information.  The ant imalware may not
see the redirected s ite

Other ways our information gets compromised is  when we wil l ingly give our
pr ivate information,  but i t  is  also captured by a someone for nefar ious purposes.
For example,  how many t imes are we asked for our email  address to receive a
receipt for  a purchase? Maybe i t ’s  in a store or a coffee shop.  But i f  anyone
overhears you,  they also have your email  address.  I f  the store gets hacked,  your
email  address is  gone.  

Attackers are very good at  combining bits of  seemingly innocent information to
get enough to send a convincing message.  For instance,  you just  gave the store
your email .  Attackers capured i t  and know what store you are in and can see what
you purchased.  I f  you received an email  that appeared to come from that store
saying your credit  card for the purchase of the named item didn’t  go through.
Please cl ick the l ink in the email  and re-enter your credit  card number.  Very
bel ievable isn’t  i t?  Would you cl ick the l ink? Now the attackers have just
convinced you to surrender your credit  card information.  
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Another tact ic is  to send an email  that appears to be from that store asking you
to f i l l  out a survey about your experience.  To do that you wil l  have to prove your
ident ity .  Sounds reasonable.  But again,  more personal  information ends up with
attackers .  Or the survey asks seemingly innocent quest ions.  But gathers more
information about you.   

Have you heard of shoulder surf ing? I t  is  someone standing close enough to
observe what you do on your phone.  Think about i t .  You check email ,  your bank
balance,  make a purchase,  etc .  I f  someone is  standing close enough they can
capture enough information for a successful  attack.  

Publ ic WiFi  is  another r isk .  I t  is  never well  protected,  and a savvy attacker can
capture your traff ic ,  email  passwords,  bank account information,  etc .  You get the
picture.  

What to do? 
Take the t ime to ver i fy i f  those emails ,  voice mails ,  or  texts are from the apparent
sender .  Never cl ick a l ink in them or reply to them. Use a communicat ion method
you have used before.  Such as a known phone number or one found on the
company’s website .  

Do not use your phone or computer on publ ic WiFi .  That may be inconvenient ,
but not as inconvenient as having to reclaim your money or ident i ty .  Use the cell
network.  

Never use your phone where someone can shoulder surf  and see your phone.  Do
not assume the person standing that close is  innocent .  This is  not paranoia,  just
being smart  in today’s environment .  

The old saying about an ounce of prevention is  better than a pound of cure is
appl icable here.  

Be sensible and protect your information.  

Vis i t  our s i te,  onebrightlycyber .com to learn al l  the ways we help keep you safer .

Welcome to peace of mind.   
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