
We recently wrote about AI  being used to both write job post ings and the
resume/cover letters to apply to them. We joked that the next step may be that AI
posts the posit ion,  AI  appl ies for  the posit ion and AI  gets the posit ion.  As
sometimes happens,  what is  said in jest  becomes real .  

Today,  many people work remotely or in the f ield and are being interviewed over
video systems l ike Zoom or one of the others .  But deep fakes are being used on
these video interviews.  The qual i ty of  the deep fakes is  so good i t  can be diff icult
to determine i f  the person is  real  or  not .  

This presents a challenge to HR departments .  Further complicat ing the hir ing
process is  that deep fakes are being used to mask candidates who aren’t
permitted to work in this country .  There have been a number of  them found to be
North Koreans.  The person is  real ,  i t ’s  just  who appears on the video interview is
not real ,  a deep fake or maybe someone hired to do the interview.  

The real  people do the work and get paid.  But the money winds up in North Korea
with the government as a way to circumvent the economic sanct ions.  

This technique is  so effect ive KnowBe4,  a well  know cyber educat ion company
hired one of them. KnowBe4 has extensive protect ions in their  h ir ing process,  but
this person made i t  past al l  the safeguards and was hired.  They were caught when
they attempted to download and instal l  software on the company provided laptop.
The security protect ions against  instal l ing software prevented i t  and resulted in
the scheme being discovered.  

I ’m not betraying anything conf ident ial ,  KnowBe4 made this publ ic as a service to
everyone.  Many large companies admitted they probably had North Koreans
working for them also who had not been caught .  
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Besides the money aspect,  employees have access to internal  information,
systems and more.  Al l  desired by North Korea.  Be sure to examine your hir ing
process from start  to f in ish for gaps or lapses that may al low these people
through.  

In another instance,  a deep fake of a company executive was used to convince a
f inance employee to wire money immediately to a new account .  The employee
did i t  and the company was out $25 mil l ion.  Cybercr iminals don’t  offer refunds.   

Not content with using AI  and deep fakes in the hir ing process,  cybercr iminals
are now exploit ing the employment terminat ion process.  

They are sending terminat ion not ices to employees with attachments to cl ick for
more detai ls .  Very understandable that receiving this type of a not ice makes you
nervous.  Of course,  you cl ick the l ink and provide conf ident ial  information to
“login”  to the system. Once you enter your information i t  is  in the hands of the
cybercr iminals .  

The email  not ices look very real .  In a recent case in the UK, the not ice came from
the UK Employment Tr ibunal  and had al l  the r ight seals ,  logos and case numbers.
As is  typical  with scams you are told to take immediate act ion,  in this  case to
avoid legal  consequences.  Cybercr iminals don’t  want you to take t ime to think
about i t .  No wonder people are taken in .  

One more example.  A short  summary of a scam that went on for months.  A woman
received a phone cal l  with cal ler  ID saying i t  was her local  pol ice department .
The off icer said her Social  Security number had been used in cr imes.  Since i t  was
federal ,  they would transfer her to the FBI agent in charge.  The “FBI  agent”
explained the ser iousness of  i t  and asked i f  she would help catch the cr iminals
doing this .  Of course,  she agreed.  Over the next months she spoke to the FBI
agent every day,  sometimes more than once a day.  The end result  of  i t?  Her bank
account and savings were drained.

What do al l  these examples have in common? They al l  depend upon people
being fooled by social  engineering.

Research has shown that people are the cause of 70% of breaches.  Some
research puts that f igure closer to 90%.  
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I f  we bel ieve that research which has reached the same conclusion for years,
possibly even decades,  then why isn’t  more emphasis put on educat ing and
training people to spot social  engineering? Granted,  some of the schemes are
elaborate as the above examples show. But tra ining to ident i fy social  engineering
red f lags and regular desktop exercises to see who st i l l  is  caught by i t  should
help reduce the r isk .  

I f  cr iminals are breaking into houses through the windows,  wil l  you put more
locks on your front door while ignoring the windows? Hopefully not .  The same
thing is  true here.  How much is  spent on tools and other protect ions while
ignoring the ser ious threat of  social  engineering? 

We aren’t  saying to stop buying tools .  We’re just  saying look at  where the biggest
r isks are and act accordingly .  

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.
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