
We have written before about the r isks of  shadow IT,  which is  def ined as
computers,  servers,  appl icat ions,  even cloud based appl icat ions,  or  any other
related things that are chosen,  acquired,  used and managed outside of IT ’s
domain and control .    

The challenge is  that these appl icat ions and services may not be properly
secured or that users may be given more access than is  wise according to Zero
trust or  minimal pr iv i lege approaches.  

Business groups typical ly look at  the business value of a service or appl icat ion
and how quickly i t  can be implemented.  This is  understandable given their  role .
They are less famil iar  and concerned with regulatory requirements and how to
protect information.

I f  there is  a breach or information is  stolen,  regulators wil l  look at  how the
information was protected.  I f  i t  is  determined the company is  out of  compliance
or did not properly secure protected information they can impose signif icant
f ines.  

Cyber insurers may well  deny claims.  And your reputat ion wil l  be negat ively
affected when i t  comes out that that you fai led to take care of  Personally
Ident i f iable Information,  PI I ,  and Non-Publ ic Information,  NPI ,  of  customers or
employees.  

These concerns are not idle unfounded thoughts on my part .  

A recent research report  by Ponemon Sull ivan,  a highly regarded source,  found
that companies are unaware of how many appl icat ions exist  outside of the
knowledge and protect ion of  IT or an ident i ty management service that has been
vetted and meets industry standards.  
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Only 49% of companies surveyed even track appl icat ions that exist  outside the
knowledge of IT .  Of those that do track them ,  only 21% rated themselves as
highly conf ident their  tracking is  accurate.  

The research f inds there are on average 96 appl icat ions outside of IT control .
Almost one quarter ,  23%,  of  surveyed companies have between 101-250
appl icat ions in this category.  That is  a great deal  of  unprotected information!

Now it  is  important to remember that these counts are what is  known and cannot
account for  what is  unknown. With only 21% of those surveyed highly conf ident of
their  tracking,  the actual  number may be far  higher .  

Of those part ic ipat ing in the survey,  52% reported a cybersecurity incident due to
appl icat ions outside of IT control .  

A ful l  54% of respondents acknowledge that grant ing or revoking access to the
non-IT control led appl icat ions is  in the hands of the business units .  
 
Fai l ing to use proper ident i ty management means passwords do not have to meet
certain requirements and can be reused further jeopardiz ing information security
and the company.  

Companies understand that the r isk is  due to these appl icat ions not using
industry standard ident i ty and security standards or meeting regulatory
requirements.   

Fai l ing to properly control  access to an appl icat ion means people who may not
need access wil l  have i t ,  or  too many pr iv i leges.  I t  may mean that users or other
appl icat ions can access information they don’t  need because of connections
between appl icat ions or information sets .  

Yes,  we understand that IT often doesn’t  operate at  the speed of the business.
But i t  is  up to senior management and the Board of Directors to determine which
is more a r isk to the company,  slower to market or  non-compliance and putt ing
customer and other protected information at  r isk,  effect ively putt ing the future of
the company at  r isk? 

Are you ready to get ser ious about protect ing your assets and your business?
 
Contact onebrightlycyber at  info@onebrightlycyber .com or cal l  (888)  773-1920.
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