
Almost everyone uses a search engine.  Sometimes mult iple t imes a day.  When the
results appear how often do we scrol l  past the f i rst  few results? Typical ly ,  people
select something from that f i rst  page.  

To take advantage of this ,  companies pay for ads that appear on the f i rst  search
page.  Companies pay for that placement because they know many people wil l
scrol l  no further and just  cl ick their  ad.  

SEO, Search Engine Optimizat ion,  is  a technique that uses the search engine’s own
algorithms to place l inks near the top of search results .  Again,  to be where people
typical ly cl ick .  

Advert is ing is  how search engine companies earn much of their  income. SEO earns
money for companies that do i t  successful ly for  others,  and for the company that
placed higher in the search results .  Both of  these techniques are legal .

But many of these ads and SEO-placed l inks are fake.  The s i tes are corrupt and
designed to download malware or to get you to share conf ident ial  information l ike
passwords and credit  card information.  

A favor ite topic for  these types of  act iv i t ies is  IT problems.  When people are
experiencing problems with their  computers or pr inters,  the internet is  often the
f irst  place they go to f ind a solut ion.  No wonder cyber cr iminals want to be on the
f irst  results page.  They may get that placement by paying the advert is ing fee or
through search engine opt imizat ion.  

The term for this type of act iv i ty is  malvert is ing,  a combinat ion of  mal as in
malware and advert is ing.  
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The ads or SEO placed sites offer help in f ix ing computers or pr inters that aren’t
working properly .  They often say new dr ivers are necessary to f ix  the problem. I f
you cl ick the l ink to get the new dr ivers then malware wil l  be downloaded to your
device.  

In some cases,  the offer for  help requires a payment by credit  card.  Once you
enter your credit  card,  the cybercr iminals have i t  and wil l  use i t  themselves.

In more elaborate schemes cl icking the l ink to download the dr ivers results in
what appears to be an attempted download and instal lat ion of  the dr ivers .  But i t
is  real ly only a v ideo being played and shown to you.  That v ideo ends with a
message saying a fatal  error occurred.  To prevent you from abandoning them
they wil l  display another message saying any further attempts to download or
instal l  anything or restart ing your device may result  in permanent damage and
void the warranty.  The recommendation is  to cal l  their  technicians for help.  

The technician typical ly asks to be granted remote access to your computer in
order to f ix  the problem. Once this is  granted they wil l  instal l  malware,  steal  your
data including passwords,  and other information,  possibly even your bank or
investment account credentials to steal  your money.

Once a device is  compromised i t  can be used to travel  lateral ly ,  that is ,  spread to
other devices on the network.  I t  is  dangerous regardless of  whether i t  is  a
personal  device connected to a home network or a company device connected to
the company network.  Either one can spread malware or ransomware.  

In another type of campaign fake ads are being used to lure people to fake
websites that appear to be popular s i tes .  Researchers ident i f ied several  of  the
impersonated s ites to include Macy’s ,  Kaiser Permanente,  New York Life and
others .  
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Once someone goes to those fake s i tes they receive fake HR pages with a goal  of
steal ing the person’s credentials to the HR and payroll  systems.  The bank
account number for their  direct deposit  payrol l  is  then changed to the attacker ’s
account .  

Cl icking that fake l ink caused the loss of  your bank account number and your
pay.  That loss wil l  cont inue unt i l  i t  is  not iced,  reported,  and someone f igures out
why i t  is  occurr ing.  

Search engine companies are doing what they can to el iminate malvert is ing.  But
cybercr iminals cont inue to f ind new ways to avoid the search engine protect ions.  

A newly discovered method uses art i f ic ial  Intel l igence,  AI ,  to create innocent ad
pages and websites that don’t  get f lagged by the search engine.  But that AI
generated ad or s i te has l inks to malware infested s i tes .   

No search engine is  immune to these attacks.  Of course,  you should cont inue
using search engines.  Can we l ive without them? 

But be very wary of  ads,  sponsored l inks,  and what appears on the top of the
search results .  Look closely at  any s i te you go to from the search results .  Is  the
site address,  the url ,  the one you real ly want? Is  anything on the s i te suspicious
or ra ise a red f lag? Do not ignore red f lags!  Leave the s i te immediately!  

Always ask yourself ,  does this person have a r ight to my personal  information
such as passwords or credit  card information? Don’t  give i t  to anyone who
shouldn’t  have i t .  

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.

PROTECT.RESPOND.RECOVER. A global leader in cyber
service,  technology,
insurance and innovat ion.

onebrightlycyber.com

(888) 773-1920

INSIGHTS
Cyber made simple. 

SEARCH ENGINE RESULTS CAN BE DANGEROUS
CONTINUED 

Copyright 2020-2023 OneBrightlyCyber,Inc.


