
SMEs,  Small  and Medium Enterpr ises,  often think they are too small  to be targets
for cybercr iminals .  But that is  far  from the case.  Cybercr iminals always saw SMEs
as targets because most of  them have very small  or  non-existent cybersecurity
teams.  Many do not have the money for larger teams.  Or better defenses or user
educat ion.   But many don’t  understand how vulnerable they are.  

Regardless of  s ize most businesses keep important information on their  customers
including name, address,  email ,  purchase history,  credit  card number,  and more.
All  very desirable information for attackers .  Why? Because i t  can be easi ly
monetized.  I t  can be used or sold to other attackers who want to inf l ict  their  own
damage, steal  ident i t ies,  steal  medical  ident i t ies,  infect the systems with
ransomware,  etc . ,  etc . ,  etc .  You get the picture.   

In case you think this is  an exaggerat ion,  researchers in mult iple cybersecurity
f i rms found that 70% of the security incidents affect ing small  businesses involved
ransomware,  while 90% of the cases affect ing midsize businesses — def ined as
500 to 5,000 employees — involved ransomware.

To be more effect ive attackers have adopted a new technique to avoid detect ion.
The ransomware is  run outside the network.  For instance,  on a f i le shar ing device
that has access to the f i les on the target company’s network.  The encrypt ion runs
on the target company devices but the encrypt ion is  not the ransomware i tself ,  so
it  avoids detect ion by ant i-malware,  and other protect ive software.      

SMEs are becoming even more attract ive to attackers leading to an increase in
attacks.  The reason is  s imple,  many SMEs connect to other,  larger companies as
part  of  their  supply chain.  Those larger companies probably do have well-staffed
cybersecurity teams.  But an SME in their  supply chain typical ly has access to their
systems.  
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That access is  often an automated var iety cal led a non-human ident ity .  This
means there is  a username and password or other form of authenticat ion that the
systems use to connect to each other .  The thing to note here is  that there is  a
val id,  working authenticat ion mechanism. This means attackers don’t  have to
break into the larger company,  they have a key that lets them in .     

The complexity of  supply chains means very few companies stand on their  own.
Everyone orders raw mater ials or  products from other companies and provides
their  products or services to other companies,  their  customers.  Or they outsource
business funct ions to larger companies.  

This is  further complicated by those other companies each having their  own third
part ies in their  own supply chain.  Breaking into one company can provide access
to several  other companies that may be of more interest to attackers .  

Anyone looking to gain entry to a company wil l  use the path of  least resistance.
In this case the SMEs are viewed as the weak l ink in the supply chain and that
makes them the in it ial  target .  This is  substant iated by research showing that the
percentage of breaches involving third part ies doubled from 15% to 30% in one
year .  

How are the SMEs compromised? 
Vulnerabi l i t ies as the means of breaking into a system grew 34% and now account
for 20% of breaches.  

Research shows i t  took 32 days for an SME to remediate a per imeter device
vulnerabi l i ty and only 54% of the vulnerabi l i t ies were ful ly remediated.  This
means attackers are more aware of your vulnerabi l i t ies than you are!   

But ,  people are st i l l  the cause of most breaches.  How many of your employees
can spot a phishing message? How many use personal  devices to connect to
company systems? How many use AI? What information is  put into the AI
systems? Information put into an AI  system stays there and can be used to
respond to other users .   Is  i t  any wonder SMEs are targets?  

Vis i t  our website onebrightlycyber .com or cal l  (888)  873-1920 to learn al l  the
ways we help keep you safer .  
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