
There are some myths about Small  and Medium businesses,  SMBs,  and
cybersecurity .  These myths are just  that ,  myths,  and can be very dangerous to any
SMB that bel ieves them. 

Two facts before we begin.  According to the IBM Cost of  a Data Breach Report ,  in
2023 that cost rose again and is  now $4.45 mil l ion.  The cost does vary by industry
and company s ize,  but i t  can easi ly be more than an SMB can afford.  Research
found that 60% of SMBs sustaining a cyberattack go out of  business within 6
months.  That should certainly motivate you to take cybersecurity more ser iously .  

So,  let ’s  look at  the myths.  

Myth -  Cyberattackers only go after large businesses.  A survey found the 69% of
SMBs reported having at  least one cyberattack last  year .

Cyber incidents can be damaging or even fatal  to an SMB because they don’t  have
the resources for a large cybersecurity team or in many cases any team at al l .
They also are often unaware of their  r isks .  

Myth -  SMBs aren’t  big enough targets for  ransomware,  an attack that encrypts al l
your information effect ively closing your business.  SMBs most certainly are big
enough.  Ransomware attackers v iew SMBs as easy targets because of their  lack of
knowledge and preparedness.  

When struck by ransomware,  there are two courses of  act ion.  F irst  is  to restore al l
the devices from a backup.  But this requires a current and complete backup,
something not al l  SMBs have,  and that the backup was off l ine and not encrypted
by the ransomware.  But even i f  you meet both of  these requirements i t  st i l l  takes
days or weeks to restore al l  your systems.  Your information wil l  be unavai lable
during that t ime.  Without access to your information,  can your business operate? 
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The other course is  to pay the ransom. However,  in many cases the decrypt ion
key does not decrypt al l  your information.  In some cases,  i t  doesn’t  work at  al l .
Even i f  the key works decrypt ion is  not instantaneous and takes t ime.  Time you
are st i l l  not operat ing.  

One more point  about ransomware.  Before the ransomware is  act ivated,  the
attackers steal  sensit ive information about your customers.  This is  their  leverage.
Fai l  to pay and they make the information publ ic .  What wil l  your customers think
of your company then? Even i f  you pay the ransom and the cybercr iminals say
they wil l  destroy the stolen information,  they are not the most trustworthy group
of people.  

Research shows that a successful  ransomware attack often leads to another
ransomware attack because the attackers know you wil l  pay,  already stole your
information,  and know your weaknesses.   

Myth -  Cybersecurity r isks can be solved by technology.  I f  that were true,  then
you wouldn’t  read about new breaches al l  the t ime.  Tools are necessary but wil l
not stop many types of  attacks.  People are the main cause of cyber breaches and
phishing is  often what catches them. Research puts people as the cause of
anywhere from 80% to as much as 95% of the breaches and tools rarely catch
these.  

Myth -  Using cloud services removes cyber r isks from your company.  Not true.
There is  a legal  and regulatory pr inciple that says you can outsource a funct ion;
you cannot outsource responsibi l i ty .  That means that using cloud services does
not rel ieve you of the burden of responsibi l i ty .  Cloud services do offer benefits .
But they also add complexity over who is  responsible for what and that has
created addit ional  cyber r isks and weaknesses.  The cloud service vendors
themselves have been hacked.  

Myth – Following cyber security pract ices gets in the way of business.  Chi ldren
are taught the value of good hygiene for staying healthy.  The same is  true for
cyber hygiene and keeping your business healthy.   

What const i tutes poor cyber hygiene? Weak or reused passwords are a major
factor .  Cybercr iminals can crack weak passwords in seconds.  Subst i tut ing a $ for
an S,  putt ing a capital  letter in an unusual place,  or  adding a number or special
character doesn’t  make a password strong.  
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Once cybercr iminals get one of your passwords they wil l  t ry i t ,  and var iat ions of
i t ,  on mult iple websites.

What to do? 
Know what good cyber hygiene is ,  and how to do i t  properly .  

The importance of cybersecurity needs to start  at  the top.  Not just  words but
act ions.  I f  employees see that you take cybersecurity ser iously they wil l  be more
apt to .  

Keep al l  software up to date.  Patches and updates may add new features,  but
they also f ix  cyber holes.  

Go beyond tools .  Tools may f ind a r isk,  but they rarely tel l  you what to do.  They
also don’t  teach users about phishing and other attack methods.  They certainly
don’t  help after a breach.  

Lastly,  do not forget about cyber insurance.  Cyber insurance is  l ike f i re insurance
on your home or coll is ion on your car .  You hope to never need i t ,  but when you
do,  you are happy i t  is  there.  

One Br ightly Cyber assesses your r isks and provides guidance and educat ion
based upon the results of  the assessment and your industry .  We also provide a
simple path to cyber insurance.  

In the event of  a breach our team of US based cyber advocates are with you the
whole way.  We have over 20 years of  experience helping people and companies
l ike yours recover .  We can even help with insurance and regulatory f i l ings.  

Neglect ing any part  of  cyber protect ion may cost you your business.   

We make cyber s imple.

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.  
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