
Being out of  work is  challenging enough.  But now scammers are preying on job
seekers .  

The scams take different forms.  They may be job ads on LinkedIn or Facebook,  or
l inks that come in phishing emails .   

Or they may be fake websites that closely resemble a popular s i te but the
address has a minor difference.  For instance,  Monsster .com in place of
Monster .com or Monster .cm. So easy to miss but so damaging to anyone who
goes there.  Another method cal led domain masking displays one address but  
content from another s i te is  displayed.  Be aware,  there are addit ional  methods to
disguise the real  address of  a page.  

The point  to remember is  that the url  you see,  or  think you see,  may not be the
one that you are real ly v iewing.  

Another tr ick is  to tel l  the appl icant to download a form that needs to be
completed and submitted.  That form usually comes with var ious types of  malware
to infect your device.  A var iat ion on downloading a form is to ask the recipient to
cl ick a l ink and complete an onl ine form. 

The goal  of  these scams is  to collect pr ivate information l ike name, physical
address,  email  address,  social  security number,  bank information,  etc and to
download malware onto your device.

Above we descr ibed the methods they use.  But how do they get people to fal l  for
these scams? Sadly,  i ts  easy,  especial ly in an uncertain job market .  The posted
jobs offer high salar ies and the abi l i ty to work remotely .  High salar ies are always
in demand.  Remote work is  a hot lure today as more companies are demanding
people return to the off ice,  RTO, at  least a few days a week.  
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I f  someone is  either out of  work already or knows their  current posit ion wil l  end
shortly they are very interested in gett ing another posit ion quickly to prevent
periods with no income. This often leads to forgett ing basic security .  

What are the red f lags to look for? Salar ies above the norm for the posit ion.  Fully
remote with no need to be in the off ice.  More benefits  than usual .  

Remember to look careful ly at  the url  for  s imple misspell ings or other var iat ions
to a company name.  

Sometimes these fake posit ions wil l  ask you to pay for equipment or background
checks,  or  tra ining needed for the posit ion.  Legit imate companies wil l  never ask
you to pay for these things.  

Another red f lag is  i f  th ings move very quickly .  Many have experienced how slow
it  can be to apply for  a posit ion and receive any reply .  And i f  you get any interest ,
how slow it  st i l l  progresses.  I f  you don’t  have direct experience,  you probably
know someone who was in that posit ion and complained about the snai l ’s  pace
when they need the job.  I f  th ings are moving very rapidly at  any point ,  such as
being offered the posit ion after one interview over the phone or Zoom, no matter
how nice i t  may feel ,  immediately step back and reevaluate the s i tuat ion.  The
intent goes back to not wanting you to have t ime to think.

Never bel ieve you are above this type of scam or too sharp to fal l  for  i t .  Even
cybersecurity professionals have almost gotten caught .  They start  down the path
and al l  of  a sudden,  stop and real ize what is  happening.  

The Better Business Bureau suggests ver i fy ing the posit ion by going directly to
the company website .  Or cal l  the company using a publ icly avai lable phone
number on the company website .  

Remember,  never cl ick any l ink or cal l  any phone number in the email  or  on the
ad.  Even i f  i t  says cal ls  wil l  not be accepted on any other number.  

We wish you the best of  luck in f inding a new posit ion and hope you do i t  safely .  

Need help or guidance? Learn how we can help you in so many ways.  

Contact onebrightlycyber at  info@onebrightlycyber .com or cal l  (888)  773-1920.
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