
This is  the season where everyone is  shopping.  The hope is  to give gifts that are
meaningful  and wanted.  With money being so t ight people want to get good gifts
at  good pr ices.  Time is  also in short  supply,  so they look for good pr ices and ease
of shopping.  Very understandable.  

Cybercr iminals know that and have several  scams designed to fool  you and
capture your money,  credit  card information,  ident i ty ,  and more.  

The FBI has issued warnings to help people stay safe during this hol iday shopping
season.  The warnings are real ly good for al l  year but especial ly when people
typical ly buy more and are rushed for t ime.  

No matter how rushed you are,  no matter how much you have to get done,
remember to take t ime to be careful .  I t  wi l l  be far  less t ime than i t  wi l l  take to try
to reclaim your ident i ty or  get your card company to issue a new card and refund
what was stolen.  

What to look for? 
I f  you have never heard of the company or the website,  invest igate i t  thoroughly
by looking for reviews in mult iple places.  But not on their  s i te .  Those are too easy
to fake.  Remember reviews even on other s i tes can be bought or faked these days.
So st i l l  be careful .  That is  why we recommend looking at  mult iple s i tes for  reviews
and to look at  mult iple reviews on each s i te .  Read them, don’t  just  skim.  I f  they al l
sound similar ,  they’re fake.  
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I f  there are no reviews or only poor ones for a s i te,  don’t  buy.  No matter how
attract ive the pr ice.  I t  is  doubtful  you wil l  get the product at  al l .  But your
information wil l  be taken and used by the cybercr iminals for  their  benefit .

Cybercr iminals are good at  creat ing fake s i tes that look enough l ike well-known
companies that i t  is  easy to be fooled.

Examine the website address,  does i t  begin with https? The “s”  is  very important .
I t  stands for secure.  Without i t ,  the website is  not secure,  and your information
can be stolen easi ly .  You should also see a padlock to the left  of  the website
address.  This is  another indicat ion i t  is  secure.  Both the padlock and the “s”  are
necessary.  Look at  the rest  of  the web address,  is  i t  real ly the s i te you wanted? I f
not ,  leave immediately .   

I f  a  s i te says they are an authorized representat ive for a company,  invest igate
that on the company’s s i te .  Or cal l  the company and ask.  Never cl ick a l ink in the
email  from the person you suspect .  I t  is  easy to claim you are an authorized
representat ive.  Many companies don’t  have authorized representat ives.  Ask
yourself ,  why would a company sel l ing in my country need authorized reps or
agents? The answer is  they don’t .

Auct ion s i tes are a popular alternat ive to stores.  But be careful .  You don’t  know
the person you are buying from. Look on the auct ion s i te for  reviews and number
of completed transact ions.  I f  there are no reviews or a very small  number of
completed transact ions,  that is  a red f lag.  I t  wi l l  be very diff icult  to get your
money back i f  you buy from a fraudulent sel ler  who doesn’t  send the i tem.
Another red f lag is  i f  the sel ler  claims to be from your country but says they are
away now and can’t  meet,  or  they provide a foreign address or phone number.  A
plausible reason may be given such as family emergency,  but don’t  trust  i t .  

I f  the website looks legit imate but specif ies an unusual shipping method,  be
wary.  I f  the s i te or person says they can save you money by bypassing customs, i t
is  i l legal .  

Sel lers specifying a direct transfer of  funds is  another red f lag.  Always use a
credit  card.  Then you have the power of  the card issuer behind you.  That doesn’t
mean they wil l  always refund the money,  but i t  is  safer than a direct transfer of
funds.  
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Never buy from a s i te or from someone who asks you to use prepaid gift  cards for
the transact ion.  These are always scams.  The gift  card number and pin that you
send wil l  be used by the scammer for their  own purchases.  

Even i f  the s i te looks okay,  i f  the pr ice is  much lower than what you see in other
places i t  is  most probably a scam. 

Remember the old adage,  i f  i t  is  too good to be true,  i t  probably is .  

Be very careful  dur ing the hol iday season and at  al l  t imes.  Don’t  let  i t  be a good
season for cybercr iminals by giv ing them a present of  your money or your
ident ity .  

We wish you a very happy and cyber safe hol iday season.  

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.
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