
Two years ago,  we wrote about the r isks due to the increasing number of
computers and computer control led funct ions in vehicles.  Examples are bl ind spot
warnings,  lane departure warnings,  GPS,  connections to mobile phones for cal ls
and playing of music,  etc .  These al l  represent potent ial  entry points for  hackers .  

Since then,  electr ic vehicles have grown in popular i ty and sales.  However,  their
increased rel iance on computers and software makes them a bigger target for
cyber attackers .  

There is  a cyber security event where cyber professionals attempt to f ind
vulnerabi l i t ies and compromise systems with a goal  of  helping make them more
cyber safe.  Last year a Tesla 3 was compromised in under 2 minutes!  

This year the attack targets expanded past the vehicles to include charging
stat ions,  home chargers,  an operat ing system called Automotive Grade Linux,
modems and infotainment systems in the vehicles.  

Why were these included? Because they operate on WiFi ,  wireless,  or  Bluetooth
adding to the attack surface and represent ways to reach the pr imary systems of
the vehicles,  the steer ing,  braking,  door locks,  environmental  controls ,  and more.  

How successful  were they in f inding vulnerabi l i t ies this year? Very successful !  In
the three days of  the event over 50 vulnerabi l i t ies were found!

Let ’s  look at  the potent ial  entry points .  Vehicles separate funct ions into two main
systems.  One being the infotainment system including radio,  navigat ion,  l ink to
phones,  external  networks,  etc .  The other is  the control  funct ions,  brakes,  steer ing,
headl ights,  and more.  Of course,  each aspect of  a system needs to talk to other
aspects of  that system. This is  done through a Control ler  Area Network or CAN.
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I t  is  basical ly the Internet of  Things,  IoT,  for  vehicles.  However,  the two systems,
infotainment and control lers are not completely and total ly separate from each
other as they need to interact .  This is  where the attack surfaces mult iply and
increase the potent ial  for  interfer ing with the control  systems.  

Recogniz ing this ,  the industry is  working to make the vehicles more cyber-safe.
Two approaches are being explored for the infotainment systems as they are
considered the easiest  to attack due to the external  network connections.  The
f irst  is  to use a mobile phone for the infotainment funct ions and only provide a
large display in the vehicle.  

The thinking here is  that the phone manufacturers are experienced in keeping the
devices cybersafe and have a mechanism in place to provide updates to the
phones.  Phones are also typical ly replaced more quickly than vehicles.  By using
the phone for those funct ions,  i t  wi l l  be easier to keep i t  up to date and safer .
From the car manufacturer ’s  point  of  v iew, the phone belongs to the user,  and i t
is  their  responsibi l i ty to keep i t  up to date.   

The other approach is  to get an operat ing system from one of the larger tech
companies such as Google.   These companies understand cybersecurity and
understand how to keep systems up to date.  Put that into the vehicle for  the
infotainment system and let  the system provider keep i t  up to date.  

The challenge we see with the second approach is  most tech companies only
offer support  for  10 years .  The l i fe span of a vehicle is  more than ten years
although owners may change.  When the car is  sold or traded in,  wi l l  there be any
l ink to the user that needs to be deleted/changed? Who wil l  update the systems
beyond the ten year mark? 

We have also seen tech companies discont inue products i f  they aren’t  sel l ing
well  or  no longer al ign with changes in technology or company direct ion.  What
happens to al l  the vehicles and people that rely on that system? 

It  should be clear by now that al l  vehicles have cyber security r isks .  Electr ic
vehicles have addit ional  r isks due to the expanded rel iance on software dr iven
systems.  
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We understand that there is  nothing you can do to change this .  Our goal  is  to
make you aware of the r isks and suggest you ensure patches and updates are
instal led as soon as possible whether they are user instal led or have to be done
by a dealer .  

Don’t  forget to keep your phone up to date!  I t  has the same network interfaces
and connects to your vehicle.  

Regardless of  the system or technology chosen,  you are the one who needs to
see i t  is  updated.  

To learn al l  the ways we can help make your company safer ,  v is i t
onebrightlycyber .com and contact onebrightlycyber at
info@onebrightlycyber .com or cal l  (888)  773-1920 
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