
Detai l  each element in their  cybersecurity program
Looking at  the program as a whole,  ident i fy any holes or weaknesses
If  a gap or weakness was found in a pr ior  audit ,  explain the current state 

Mult i-Factor Authenticat ion
Strong passwords
Encrypt ion of  data
Zero-trust  architecture

Cal i fornia and New York have rather str ict  cyber and pr ivacy protocols for  any
business in the state or doing business with a cit izen of the state.  Both states are
t ightening their  regulat ions and requirements to protect the pr ivacy and
information of  users and cit izens.  

Cal i fornia ’s  CCRA, Cal i fornia Pr ivacy Rights Act of  2020 formed the CCPA, Cal i fornia
Pr ivacy Protect ion Authority .  The CCPA was given the power to make regulat ions in
order to enforce CCRA. 

One of those regulat ions stated that any business collect ing or processing the
private information of  consumer had to protect i t  and perform an annual
cybersecurity audit .  The intent of  the audit  is  to determine what precautions are
being taken in pract ice and the success of  i t  in pract ice.  

The new regulat ions now in the proposed stage t ighten the requirements.  Every
company in performing the annual audit  needs to:  

I f  a  company fai ls  to include an element l isted in the regulat ion,  an explanat ion is
required as to why i t  wasn’t  l isted and why i t  isn’t  required in the company’s
protect ion of  people’s personal  information.  The company must provide how and
why the safeguards in place meet the requirements of  the regulat ions.  

Using the Federal  Trade Commission’s requirements,  each annual audit  must
“assess and document with specif ic i ty”  the fol lowing:
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Priv i lege restr ict ions
Secure conf igurat ions
Patch mangement
Logging of al l  events s ignif icant to security 



Mult i-Factor Authenticat ion,  MFA
Pol ic ies for  determining and test ing the security of  each 3rd party appl icat ion
used by the hospital
An incident response plan
Test ing of the Incident Response Plan to show that pat ient care can be
del ivered during a cyber event

It ’s  important to remember that the logs must be tamper-proof and you must be
able to prove i t .   

In order to document these and state their  effect iveness,  they must be in place.
Basical ly ,  the CCPA is  making them mandatory.  

This change is  in draft  status now. But the direct ion of  the CCPA is  clear .
Protect ion and cybersecurity are required,  and you must be able to prove the
requirements are being met.  

The changes in New York proposed by Governor Kathy Hochul apply to hospitals .  

When enacted,  which is  expected,  hospitals have to become proact ive in cyber
defense,  not just  react ive.  This requires the appointment of  a CISO, Chief
Information Security Off icer ,  i f  one doesn’t  exist .  

The proposed changes require creat ing and implementing:

Governor Hochul said "Our interconnected world demands an interconnected
defense against  cyber-attacks,  leveraging every resource avai lable,  especial ly at
hospitals , ”  

"These new proposed regulat ions set forth a nat ion-leading blueprint  to ensure
New York State stands ready and resi l ient in the face of cyber threats . ”
Hospitals have been required to conform to HIPAA which is  less prescr ipt ive by
design.  The Governor ’s  proposed changes complement HIPAA, not replace i t .  

As with Cal i fornia,  the need and oversight of  cybersecurity is  becoming more
t ightly def ined and overseen.

Is  your company ready to meet these requirements? We can help.   

Contact onebrightlycyber at  info@onebrightlycyber .com or cal l  (888)  773-1920  
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