
The increasing frequency and effect of  cyber events has dr iven up the f inancial
impact on companies,  making cyber insurance a necessity .  Cyber insurers are well
aware of the r is ing r isks and costs and have raised rates to compensate.  To state
the obvious,  insurance companies are for-prof i t  enterpr ises very good at  knowing
how to assess and control  their  r isks and f inancial  exposure.  

Two ways this is  done is  by refusing coverage to companies with r isks deemed too
high,  and by increasing rates for those that have higher but acceptable r isks .  Even
companies deemed low r isk may see rate increases.  The cyber event trends and
the responses from the insurers combine to make i t  more diff icult  for  companies
to obtain cyber insurance,  especial ly small  to medium sized enterpr ises,  SME.  

But there are steps those companies,  or  any company,  can take to mit igate their
own r isk and hopefully reduce cyber insurance rates.  

F irst ,  know your own highest r isks .  Ransomware and fraud from emails ,  often
called business email  compromise,  BEC, are responsible for over 80% of claims
submitted to cyber insurers .  In addit ion to the increasing frequency of ransomware
attacks,  the ransoms demanded are increasing.  

I f  BEC, or  emails that appear to come from an authorized party,  are a major source
of compromise,  then using a more secure email  system can help.  

Many insurers consider cloud based systems such as the Google Workspace to be
more secure than on premise systems.  My assumption is  that Google can afford
higher pr iced talent than a company,  especial ly a small  company,  to keep things
secure.
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Virtual  Pr ivate Networks,  VPN, can be a good security improvement.  However,
insurers fol low the same thinking as for  email  systems.  I f  you bui ld or manage
your own VPN you wil l  pay a higher rate for insurance than i f  you use a respected
VPN service.

Small  and medium enterpr ises are better off  using a managed detect ion and
response service,  MDR, rather than attempting to do cyber security on their  own.
They wil l  not have the tools,  talent ,  or  experience of a good MDR service.  MDR
services wil l  a im to catch penetrat ions before they do damage.  

Cyber insurers look for MFA, Mult i factor Authenticat ion,  which requires
something beyond a username and password to gain access to a system or
appl icat ion.  But remember to use phishing resistant MFA or i t  doesn’t  add much
security .  

As we said earl ier ,  people are the cause of most breaches.  They fal l  for  a
phishing email ,  cl ick a bad l ink in the email ,  or  in a text  or  go to a s i te suggested
in a phone cal l  or  voicemail  message.  The best way to protect against  this  is
training.  I t  needs to be effect ive training and not put people to sleep.  I t  must be
taken by everyone regardless of  role or level .  

I f  a  ransomware attack is  successful  i t  leaves you with two choices,  pay the
ransom and hope the key unlocks everything,  or  restore everything from backups.
But that requires having current and complete backups that work.  

We have written before about the necessity of  good backups.  Test ing is  the only
way to know the backup works.  Make sure i t  is  good by restor ing from it ,
determining i f  anything was lost ,  and that i t  is  complete enough to conduct
business.  I f  you don’t  run a ful l  comprehensive test  you don’t  know if  i t  wi l l  work.
After a ransomware attack is  no t ime to be test ing your backup or f inding i t
doesn’t  work.  I f  the backup fai ls  to get you back in business,  the only other
option is  to pay the ransom. 

According to recent research a qual i ty tested backup made a company 2 .4 t imes
less l ikely to have to pay the ransom. 

There is  an axiom in backups cal led 3-2-1 .  Make three different backups using 2
types of  media and store one off-s i te .  
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Insurers found strong backups led to claims for 72% lower damages than
companies without strong backups.  

Another way companies get compromised is  through third part ies .  These can be
trading partners with access to your systems or through software vendors .  Both
are becoming favored targets of  attacker because of the mult ipl ier  effect .  I f  a
software suppl ier  is  compromised,  al l  their  customers get compromised when the
software is  instal led.  I f  a company with connections to many other companies is
compromised,  i t  opens the door to al l  their  connections.  

Know what protect ions your third-part ies have in place and how well  they are
tested and maintained.  

Not only wil l  these techniques help keep you safer ,  but they wil l  also help you
obtain cyber insurance at  lower rates.  

Remember cybercr iminals are relentless,  you must be also to protect your
information.

One Br ightly Cyber can provide not ice of  compromised information 12-18 months,
on average,  before most other cyber services or tools .  That gives you t ime to
take the measures that render the stolen information useless to cybercr iminals .  

We also help you get cyber insurance at  reasonable pr ices.  

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.
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