
Cyberattackers aim to steal  pr ivate information and download malware and
ransomware.  They do this in mult iple ways.  A common one is  by gett ing users to
cl ick l inks in phishing emails that go to infected s ites where credentials are stolen.
Another way is  to exploit  a software vulnerabi l i ty to instal l  malware infect ing a
system or encrypt ing everything with ransomware.  Phishing emails are an effect ive
technique as they evade security tools because they have no malware in them. 

Regardless of  the method of compromise,  when you discover that an attack has
been successful  the f i rst  thing to do is  change the password.  This is  essent ial  as
the attacker probably has your password al lowing them into your account or
accounts and access to that data and information.  

In the case of business systems,  this  can be devastat ing.  The attacker can
exf i l trate,  or  steal ,  information such as customer names,  contact information,  bank
accounts,  credit  cards,  email  addresses,  and more.  

I f  the malware is  pervasive then i t  is  advisable to reimage the system, meaning to
reload the operat ing system, appl icat ions,  and company specif ic software.
Reimaging the system should get r id of  any malware.  

Nothing wrong with that .  I t  just  doesn’t  go far  enough.  Today,  attackers steal  more
than credentials and information.  They instal l  infostealers that capture credentials
and session cookies.  I f  attackers have a session cookie,  a changed password wil l
not keep them out of  appl icat ions and data.  Nor wil l  a reimaged system. 

Why? Session cookies provide direct access without needing a username or
password.  The access they provide is  post login and even post Mult i-factor
Authenticat ion,  MFA.  So complex passwords and MFA won’t  stop cybercr iminals
who have your session cookies.  
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Even i f  the system is reimaged and al l  malware removed, the session cookies st i l l
work.  Once in the appl icat ion they wil l  steal  more information,  attempt to get into
other systems and maybe put ransomware on as many systems as they can.  

So,  what did changing the password and reimaging the system do? Only provide a
false sense of security .  

Unless the session cookies are disabled you haven’t  even slowed the attackers
down.  

Google is  working on this issue with a new init iat ive named Device Bound Session
Credentials (DBSC) .  

DBSC wil l  t ie the session specif ical ly to the device.  When a new session is
started DBSC ident i f ies the browser being used.  I t  creates a publ ic/private key
pair  that wil l  be stored on the computer by the operat ing system in a secure way.  

I f  the session cookie is  captured by cybercr iminals who attempt to use i t ,  i t  wi l l
not work.  Since attackers wil l  be on a different device,  DBSC wil l  not authenticate
the session.  This effect ively makes stolen session cookies useless.   

Google plans to make this an open standard to al low al l  to employ i t .  

Unt i l  th is  work is  completed and in use by different vendors,  do not stop at  just
changing passwords and reimaging devices.  Inval idate al l  session cookies when
any information is  compromised or even suspected of being compromised.  

Staying safe is  a ful l  t ime job.  Cybercr iminals are relentless in attacking,  you
must be equally relentless in protect ing yourself .

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.  
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