
As we have written before,  Generat ive AI  systems and Chatbots are prol i ferat ing at
a staggering rate.  As is  their  use.  

Companies are implementing them for mult iple purposes,  for  employees to off load
mundane or repetit ive tasks,  and more.  That can be benefic ial .  However,
remember that for  the AI  system to generate anything,  i t  has to have input .  Need a
presentat ion,  input the mater ial  you want in the presentat ion.  Want a report ,  input
the data or other information needed.   Want an analysis of  large amounts of  data,
input the large amounts of  data.  You get the picture.  

That part  makes perfect sense.  How can the AI  system write the report  or
presentat ion or do the analysis without the in i t ial  information or data?

The problem is that once the Generat ive AI  system is made avai lable,  no one
monitors what employees do with i t ,  how they use i t ,  or  what information is  input .  

Few people know that the AI  systems keep what is  entered.  I t  is  supposedly for
them to “ learn. ”  However i t  may be explained,  the information is  now in the AI
system. Much of i t  is  proprietary and may even be protected by laws.  I t  may be
company conf ident ial  information about strategy.  I t  may be medical  information
about pat ients .  I t  may be any form of Personally Ident i f iable Information.  None of
which was ever intended to be released outside the company.  

But i t  has been.  Inadvertently,  i t  is  true.  But that won’t  help i f  your competitors see
it  and know how to defeat you.  Of i f  regulators see the protected data and impose
f ines.  Saying you didn’t  know it  was being saved by the AI  system won’t  cut i t .  

I f  company strategic direct ion and facts are released i t  can mean the end of the
company.  Even i f  i t  is  not the end of the company,  i t  wi l l  certainly impact earnings
and customer trust .  
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I f  i t  is  customer information or a presentat ion to a customer or new prospect,  do
you think they wil l  stay or choose to do business with you? 

I f  i t  is  PI I  or  protected health information,  you may well  be f ined.  But wil l  your
customers or pat ients leave? 

Whatever way you view this ,  i t  wi l l  not be good.  The results and impact can range
from a minor inconvenience to a major disaster .  

But l ike Pandora’s box in mythology,  once i t  is  opened, i t  is  impossible to get the
evi ls  back inside.  Take a close look at  who has access to the AI  system and how
they are using i t .  Has there been any training or other guidel ines or regulat ions
pertaining to the use of the AI  system? Has everyone who has access to the AI
systems successful ly completed the training? Do they understand the
implicat ions of  non-compliance? Is  any monitor ing of their  use in place? Are
penalt ies in place for fa i l ing to fol low the regulat ions?  

Be sure you answer those quest ions honestly .  The future of  your company may
well  depend upon the answers and what you choose to do.  

To learn al l  the ways we can help make your company and family safer ,  v is i t
onebrightlycyber .com, contact OneBrightlyCyber at  info@onebrightlycyber .com,
or cal l  (888)  773-1920.
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