
Let ’s  start  with a def init ion of  data poisoning.  I t  is  corrupt ing the data used to train
the AI  system that i t  then uses to create i t ’s  results .  Let ’s  consider a s imple
example.  Al l  sales data is  entered in your systems.  AI  is  used to f ind the most
successful  sales reps and target accounts .  Sounds helpful .  But what i f  someone
breaks into your data and changes things? Then the results wil l  be wrong,  and you
may be promoting the wrong person,  target ing the wrong accounts,  etc .  

Another example.  Retai lers use AI  systems with Chatbots to interact with
customers on the website .  What i f  attackers change the AI  system so that every
t ime someone inputs the word “problem” the system repl ies with “We don’t  care.
I t ’s  your problem.”  I t  may help your competitors but not your reputat ion.  

One more.  AI  is  used in the medical  industry to analyze test  results and imaging to
assist  doctors in making diagnoses.  What i f  the AI  system is hacked and makes
wrong diagnoses? Or ignores certain cr i t ical  factors and fai ls  to report  on a l i fe
threatening s i tuat ion? 

On the cybersecurity front one use of AI  is  to ident i fy phishing emails .  What i f  i t  is
changed to al low those through? Employees would assume that i f  the email  is
received the f i l ter ing system decided i t  was safe,  and they cl icked on the l inks? 

Who wil l  be bear responsibi l i ty in these s i tuat ions? Certainly not the attackers .  

Remember that while AI  stands for Art i f ic ial  Intel l igence,  i t  has l i t t le real
intel l igence.  I t  doesn’t  know what i t  is  doing.  

AI  systems work from what has been termed training data.  This is  the in i t ial  data
given to the AI  system as input and what i t  uses in i ts  analysis or  determining
output .  
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Newer AI  systems cont inue to learn as they see what other information they can
f ind.  Both of  these s i tuat ions provide opportunit ies for  attackers to corrupt the
information.  

Everyone has heard to not bel ieve everything you read on the internet .  AI
systems do not have that level  of  discernment .  An AI  system wil l  use what i t  f inds
to “ improve” what i t  del ivers back as answers or output .  

The intent of  using AI  is  to reduce human effort  and get faster and better results
than what people can do.  Asking people to ver i fy the f indings of  the AI  system is
counter-productive.  This is  what makes poisoned data so dangerous.  Unless the
results are blatantly wrong,  they wil l  be accepted.  

As AI  systems are used by so many companies,  poisoning the data wil l  impact al l
who ask quest ions or rely upon the AI  system where that corrupted data
influences the AI  reply .  In this  way poisoning the AI  system can be viewed as a
supply chain breach.  No need to breach many companies,  just  the AI  system they
reply upon.  

The integrity of  the AI  tra ining data in i t ial ly and subsequently is  essent ial  to
trusted results .  The more cr i t ical  the appl icat ion of  the AI  system the higher the
confidence in the data must be.  In my f i rst  example above,  having a chatbot give
rude answers is  certainly important to the company,  but i t ’s  not as important as
gett ing bad medical  diagnoses due to corrupt data.  

Companies are already using AI  systems.  The number of  companies using i t  and
the number of  appl icat ions with AI  in each company wil l  only increase.  As
dependence on the AI  system increases,  so must trust  in i ts  results .

AI  poisoning wil l  be exploited by cyber attackers .  Companies need to consider
this a s ignif icant threat and begin determining how to prepare and protect their
data and their  company.

Knowing r isks helps you stay safer .

Vis i t  our s i te,  onebrightlycyber .com to learn al l  the ways we help keep you safer .

Welcome to peace of mind.  
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